After the dust has settled

Learning from incidents
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AVENGERS LEGO SET
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w @CodeineFridge

i feel like if the avengers were real

we’d really really hate them
12:19 - 12 Mar 22 - Twitter for iPhone

27.8K Retweets 5,071 Quote Tweets 386K Likes

";;q ju @ihyjuju - 12 Mar
%‘ Replying to @CodeineFridge

~

imagine you wake up to go to work and see
your car destroyed by one of the avengers
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Incident Lifecycle

Incident Stable Follow-up

Impact Impact Incident Incident stable Incident Post Incident Review
begins detected declared Impact ends resolved Report Remediate
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What does incident follow up involve?

Following up
remediation
work
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Continuous learning
Coordination

Become better engineers
Obligations to customers
Investment in reliability
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Incident

B oATADOG

Retro

Best

Practices
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Ownership
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Collaboration and Cooperation
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How do you feel about
post incident review anad
retrospectives?
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My first incident
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Guest Operating System Guest Operating System

VMWare Hypervisor

Host Operating System

Physical Hardware
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THE INCREDIBLES 2 (PIXAR)
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“THIS 15 FINE” LEGO SET
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What does incident follow up involve?

Following up
remediation
work
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Who is the

owner
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Collaboration and Cooperation
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When do

[StelgaliglelS How do we
become learn?
culture?
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“Learning Pyramid”
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What does incident follow up involve?

Incident Stable Follow-up

Impact Impact Incident Incident stable Incident Post Incident Review
begins detected declared Impact ends resolved Report Remediate
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What does incident follow up involve?
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HTTPS: //SRE.GOOGLE/SRE-BOOK/ACCELERATING- SRE-ON - CALL/

“thinking about” (most abstract) “doing” {most applied)
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Learning from
Incident Retrospectives
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U DAYS

SINCE IT
WAS DNS
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ENGINEERING FB.COM/ 2071
/10/05/NETWORKING-TRA
FFIC/OUTAGE-DETALLS/
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HTTPS://ENGINEERING F8.COM/2021/10/0)/NETWORKING-TRAFFIC/OUTAGE-DETALLS /

Users Internet POPs Backbone Data Centers
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Backbone Q
Controller

TE
decision

Backbone TODO'O&%\/>
Snapshotter  Traffic

Backbone
topology

HTTPS://ENGINEERING FB.COM/2021/08/09/CONNECTIVITY/BACKBONE-MANAGEMENT/

Failure
Generator

@ Customized failures
@ QoS failure policies
3 Potential failures

v
Risk Risk metrics

Simulator

Worker
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HTTPS://ENGINEERING F8.COM/2021/10/0)/NETWORKING-TRAFFIC/OUTAGE-DETALLS /

Users Internet POPs Backbone Data Centers
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ANT MAN AND THE WASP (MARVEL)

To recap..
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Ajuna Kyaruzi

SRE & DevOps Advocate
ajuna@datadog.com
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After the dust has settled

Learning from incidents
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MARVEL,»

Marvel Clean Up Crew (Damage Control)- The Real Superheroes

227,375 views * Feb 1, 2017 5 11K GJ DISLIKE > SHARE | DOWNLOAD $¢ CLIP =+ SAVE
Gorgeous Grandpa Comedy
0 1.62K subscribers S CRIEE
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