% ajuna
What Romance Stories

taught me about

Incident Management

Ajuna Kyaruzi



% ajuna
What taught me
about
Incident Management




About Me

e SRE & DevOps Advocate at Datadog
e Previous: SWE/SRE at Google
e |'m based in Atlanta

e Originally from Dar es Salaam, Tanzania \
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e |like crafting but I'm not good at it , ‘
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e My favorite romcom is “Pretty Woman”
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What is Incident Management?
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GOLDEN GIRLS

PICTURE THIS...
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BIG BANG THEORS
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{OUTUBE: STMONE GIERTI
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Customer Impact duration

Time to detect Incident Response duration
Incident - Follow-up ’
Impact IR Incident Incident Incident
begins triggered called stable resolved Postmortem
Impact
ends
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wWhy Romcoms?
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[CONS MADE BY EUCALYP FROM FLATICON.COM

| just like them, now
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https://www.flaticon.com/authors/eucalyp
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Formulaic
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[CONS MADE BY EUCALYP FROM FLATICON.COM

Decision Fatigue

datadogh @ ajunak



https://www.flaticon.com/authors/eucalyp

TITANIC

They don’t have to be real dramatic
< P
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The Formula is a Known Secret
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Romance ‘Writera—"What's  cimax

Beginning 1/4 Middle 1/2 Ending 1/4

com
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They are always running through airports
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Not old, Crazy Rich Asians (2018), still in airports/planes
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Great lines
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“IM is for tech, not people™
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Laguna Fire, California 1970
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FIRESCOPE

Firefighting Resources of Southern California Organized for Potential Emergencies

https://firescope.caloes.ca.gov/
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Incident Command System

Incident Commander
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Single Resource

Incident Command Structure
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https://en.wikipedia.org/wiki/Incident_Command_System

NSTGHTS SAMSUNG.COM/2021/02/ 24/ FOUR-CRITICAL-TSSUES-FACING- FIRE-SERVICES-TODAY-2/
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USENTX.ORG/CONFERENCE/SRECONTEAMERTCAS/PRESENTATION / CHAPMAN

What do Incidents have in common

There’s Incident Command
Timing usually a surprise — little or no warning
Time matters — need to respond quickly
Situation not perfectly understood at start

o Learn as you go, and adjust on the fly

e Resources change over time
o People come and go; not all together at start
o Need ways to bring newcomers up to speed
o Need ways to transfer responsibilities
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Customer Impact duration

Time to detect Incident Response duration
Incident - Follow-up ’
Impact IR Incident Incident Incident
begins triggered called stable resolved Postmortem
Impact
ends
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MEET CUTE TENSION CRISIS CONCLUSION

Movie Audience is . Incident
Starts let into Escalation resolved End Credits
drama
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Where RomComs get it Wrong
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Who takes responsibility?
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Builds up
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Communication
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Review and Reflect?

EZ
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How to get it right?
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Incident Commander
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Incident Severities
SEV-1

SEV-2

SEV-3

SEV-4

SEV-5
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Datadog Incidents v @

= Allunreads

@ Threads

51 AllDMs

@ Mentions & reactions
[ Saved items

More

& Current

v Channels

alerts-security-demo
general

incident-1135

atadogh

v Direct messages @ aiunakz

#

#

#

# incident-881
# incidents

# random

# slack-bot
+

Add channels

#incident-1135 v sev-1 . Resolved — Add Item requests are failing

Datadog APP 10:41
joined #incident-1135.

October 1st, 2021 v
Datadog APP 10:41 -
set the channel topic: SEV-1 \E} Active — Add Item requests are failing
Commander: @Mark

Datadog APP 10:41
& Use this channel to manage Incident #1135

i Incident Commander: @Mark

E};‘!‘e Mark 10:41
i ") ’.. Tl
v J’j was added to #incident-1135 by Datadog, along with Sacha

Datadog APP 15:43
\ @Mark changed Detection_Method to employee

\ @Mark changed State to Stable

| Datadog APP 15:46
set the channel topic: SEV-1 . Stable — Add Item requests are failing
Commander: @Mark

Datadog APP 15:49
\ @Mark changed State to Active

Datadog APP 15:49 7
set the channel topic: SEV-1 \!] Active — Add Item requests are failing



% Incidents > IR-1135: Add Item requests are failing

m ‘ @ SEV-1 (Critical) + 5% Slack Channel @ Add Video Call © Create Jira Issue & Postmortem

DATADOG 0urs tc olution 5 hours of customer impact

Go to... Overview Timeline Remediation Responders BETA Notifications

Watchdog
Events

Dashboards

Infrastructure [<] Hide Controls 10 entries Oldest First

Monitors > Oct 012021 K Incident declared (Y3203 by Mark

v FILTERS ¥
A0:A%,am EDY, IR-1135: Add Item requests are failing

Metrics
/ Content Type Severity SEV-1

Integrations Incident Update 7 Slack #incident-1135
Integration Update Incident Commander
Graph
Responder Note 2 ) Mark

10:41 am

APM
CI

Notebooks Notification Sent
Web Store Add_Item Request Average Latency per Availability Zone

SNAPSHOT! /s/rklUvX/u9h-7ah-nyh | Oct1,9:08 am - 10:08 am
v Important

Yes
No

oring

> Responder

®» datadog




& Notebooks > Postmortem IR-1135: Add Item requests are failing ‘Eﬁ 1h  Past 1 Hour

ﬂ What Happened?

DATADOG Impact on Customers

Customers unable to add items to their cart.

Q Goto.. This lasted for 5 hours, beginning at 10:41 am .

Watchdog

Events Why Did it Happen?

Dashboards

Root Cause
Infrastructure

Unexpected heavy traffic overloading our systems
Monitors P vy 9 Y

Metrics

Integrations TI mEIIne

APM

d Oct 1, 2021 at 10:41 am

Notebooks
Mark

Logs

Security

Web Store Add_Item Request Average Latency per Availability Zone 1h Oct1,9:08 am - Oct 1, 10:08 am

Monitoring
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Sometimes you can judge a book bg it’'s cover
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USA TODAY BESTSELLING AUTHOR
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